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ABSTRACT 

The proliferation of digital data sources has turned research into social science, while increasing privacy risks, such as re-

identification, monitoring and informed consent reduction. This review discusses how privacy issues have changed 

research practice, drawing on Nissenbaum’s theory of situational integrity, data justice framework, and changing ideas 

about informed consent. Privacy risk has promoted changes: from open data system to controlled access, dynamic consent 

mode, algorithm protection technology and interdisciplinary governance structure. Special privacy protection technologies, 

such as differential privacy, federated learning and synthetic data generation, can continue to be studied while reducing 

risks. Administrative data linking, social media research and the application of qualitative digital methods all show the 

progress and still existing limitations in protection. Re-identification of attacks, fragmentation of rules, power imbalance 

between researchers and platforms, and potential cooling effect on research are still important. The analysis focuses on the 

data trust of community management, the standardized ethical agreement of artificial intelligence, and the global 

interoperability of privacy standards. The conclusion is that good privacy protection is not only a restriction, but also a 

necessary condition for a reliable and sustainable digital social science, when it is combined with reflection and context-

sensitive governance. 
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1. INTRODUCTION 

Digital tracking data, social media platforms, administrative records and mobile sensors have expanded the empirical field 

of social science, while causing serious privacy problems; Highly reported data abuse and re-identification attacks 

weakened public trust and triggered a regulatory response that directly affected access and search methods [1]. These 

developments challenge the old idea that anonymity and personal consent are sufficient to protect research participants in 

the digital environment. 

Privacy is no longer a secondary moral issue, but the core issue of methods and knowledge. The risk of re-identification 

increases with the quantity, speed and diversity of data, and the opacity of platform conditions and algorithms limits the 

ability of researchers to obtain informed consent or ensure data security. At the same time, the technology of enhancing 

privacy and the new governance model provide better protection for more rigorous research. 

Based on Helen Nissenbaum’s theory of situational integrity, the idea of data justice and the rule of informed consent, this 

review focuses on how practice changes, how technology can be used to protect people, and the problems and opportunities 

to strike a good balance between knowledge production and privacy protection. 

2. THE THEORETICAL FOUNDATION OF PRIVACY IN DIGITAL SOCIAL SCIENCE 

RESEARCH 

2.1 The Connotation and Characteristics of Privacy in Digital Social Science Research 

In digital social science, privacy means that information flows well according to the rules of each situation, not when you 

hide everything or control everything. Nissenbaum’s contextual integrity framework tells us that privacy will be broken 

when information does not follow the customary rules about who can see what and why. The digital environment is 

changing these rules, because data captured in context (such as purchases or conversations) are used for research without 

people’s knowledge or real consent. 

What is important is that digital data still exists and can be copied, so it is difficult to be truly anonymous, and there is a 

great imbalance among people, platforms and researchers. All this means that old methods such as anonymity or one-time 

consent are no longer enough, and a more dynamic and collective way is needed to protect privacy [2]. 

2.2 The Theoretical Logic of Privacy Risks in Data-Driven Social Inquiry 

Privacy risk in digital search comes from the fact that there is a lot of data, and a lot of computing power and control are 

not very strong. Re-identification attacks show that data that is considered anonymous can be linked to other information, 
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so that it is more likely to find people. When people who participate in search or provide data are monitored by bad 

countries, platforms or people, the monitoring effect will occur. When people can’t really imagine other uses of their data, 

consent becomes a problem, or when power differences prevent them from saying “no”. 

A new idea put forward here is that privacy is like the “apparent infrastructure” of trusting social science. When privacy 

protection is not appropriate, the quality of data will decline because people censor themselves or provide false information, 

and the public’s trust in research will also decline. On the other hand, when privacy is well protected, you can get better 

data and participate more because people trust you. This logic changes the idea that privacy protection is a cost or a 

limitation: on the contrary, it is an investment that makes digital social science reliable and acceptable to the public [3]. 

3. THE TRANSFORMATION PATH OF RESEARCH PRACTICES DRIVEN BY PRIVACY 

CONCERNS 

3.1 Transition from Open Data Sharing to Controlled Access Models 

At first, computer research usually thought that deleting names and personal information could safely share data. But the 

famous re-identification demonstration and new rules have changed the way things are done. Now, we use controlled 

environment, data enclaves and systems with different access levels; For example, we have a secure data center, and 

researchers need to be inspected and control the results they output. 

These models were adopted by the National Bureau of Statistics and the research infrastructure by 2023. This allows 

sensitive data associated with each other to be used while setting security rules. This change reduces the risk of re-

identification, but it provides more work and may slow down the search speed. An interesting idea is that, if done well, 

controlled access can actually allow more research, because it provides powerful protection that the open mode cannot 

provide [4]. 

3.2 Transition from Individual Consent to Collective and Dynamic Consent 

The traditional informed consent thinks that this is a one-time personal transaction. The digital environment promotes the 

development of dynamic consent platform, which allows continuous communication and fine authority management, as 

well as collective consent mode for consultation with communities or data trusts. Specific technologies include blockchain-

based consent registry and mobile application, allowing you to change your preferences in real time. 

The pilot project of health and social research shows that the dynamic consent system is possible before 2023. These 

methods better respect the autonomy of participants in time, but question the legitimacy of consent fatigue and collective 

decision-making. An important balance requires recognizing that dynamic systems improve procedural justice, while 

collective models deal with group-level damage that individual consent cannot capture [2]. 

3.3 Transition from Manual Anonymization to Algorithmic Privacy Protection 

Manually deleting identifiers is no longer enough to resist the new re-identification technology. Today, we use formal 

methods, such as differential privacy, k-anonymity variation and synthetic data creation. These technologies include 

differential privacy mechanism, which can add some noise to query results, and federated learning framework, which can 

keep the original data in place and allow training models. 

Before 2023, government statistical agencies will use differential privacy to publish important data and provide measurable 

privacy guarantee. These methods provide better protection than traditional anonymization, but they may reduce the value 

of data, especially for group or complex analysis. An important idea: the choice between privacy and practicality is not 

fixed, which can be improved by choosing the right parameters according to the context and mixing formal methods with 

control rules [5]. 

3.4 Transition from Siloed Disciplinary Ethics to Interdisciplinary Data Governance 

Privacy governance in social sciences was previously managed by disciplinary ethics committees. The complexity of 

digital data streams has prompted experts in legal, IT, ethical and professional fields to be included in the permanent data 

governance group. A concrete example is the Research Data Governance Committee with technical, legal and community 

representatives. 

Some universities and research institutions created these interdisciplinary groups before 2023. This change helps to make 

better decisions in complex cases, but it may lead to delays due to bureaucracy and the control of institutional interests. A 

good model can make the process think and change the rules with the changes of technology and social expectations  [3]. 
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4. APPLICATIONS OF PRIVACY-ENHANCING TECHNOLOGIES AND METHODS IN 

DIGITAL SOCIAL SCIENCE RESEARCH 

4.1 Application in Large-Scale Survey and Administrative Data Linkage 

Linking survey data with administrative records provides many possibilities for analysis, but it increases privacy risks. 

Differential privacy and secure multiparty computing have been used to allow this connection while limiting the displayed 

content. Specific examples include privacy protection record linking protocols tested in government and academic 

environments before 2023. 

These applications enable us to continue to provide important policy results and provide better privacy guarantees than the 

old file opening methods. Limitations include computational cost and bias risk when setting privacy settings carefully. The 

mixed model of mixed technical protection and strict access control has been proved to be the most practical  [6]. 

4.2 Application in Digital Trace and Social Media Research 

Social media and digital tracking data have brought huge problems of consent and re-identification. Researchers have used 

methods such as data donation and informed consent interfaces, synthetic data amplification and federated analysis, among 

which platform data will never leave the security environment. Specific technologies include differential privacy applied 

to social media statistics, and natural language processing pipeline aimed at reducing recognizable texts as much as 

possible. 

Research published until 2023 shows that these channels of privacy protection can help to understand public opinion and 

behavior, while reducing people’s risks. However, the change of platform rules and the limitation of API sometimes force 

researchers to use less transparent methods. We must find an appropriate balance: we realize that these technologies can 

protect people, but too strict rules may prompt research to hide or use immoral means [1]. 

4.3 Application in Qualitative and Mixed-Methods Digital Research 

Qualitative researchers are increasingly using digital interviews, online communities and visual data. Privacy issues have 

prompted people to develop a secure environment for transcription and annotation, consent to manage the ever-changing 

digital environment, and technology to share excerpts without knowing anything else. Specific methods include the end-

to-end encryption research platform and the protocol of anonymous narrative data context. 

Projects that use these methods maintain the depth of analysis and strengthen the protection of participants. It is still 

difficult to strike a balance between rich background description and privacy, especially when participants come from 

small or visible communities. Community review process and participants’ participation in anonymous decision-making 

have become promising practices [7]. 

5. CHALLENGES AND PROSPECTS OF PRIVACY PROTECTION IN DIGITAL SOCIAL 

SCIENCE RESEARCH 

5.1 Current Main Challenges 

Re-identification attacks are progressing faster than many protection technologies. The fragmentation of rules among 

countries makes compliance complicated and protection unequal. The power difference between researchers, platforms 

and related personnel limits real consent and responsibility. Too cumbersome approval process may have a negative 

impact, hinder useful research or push it to places with less regulation. Finally, the high cost of complex protection methods 

puts small institutions and researchers in the global South at a disadvantage [4, 8]. 

5.2 Prospects for Future Development Trends 

Prospects include wider use of standardized technical toolkits to improve privacy, adapt to social science workflow and 

reduce implementation obstacles. Data trust and cooperative governance model can transfer power to data subjects and 

communities; Incorporating privacy design principles into research training and funding requirements can standardize 

protection practices. Global harmonization of interoperability standards for consent and access protocols will reduce 

fragmentation. An AI ethical framework that explicitly addresses the risks of re-identification and reasoning provides 

additional guarantees. 

An original and forward-looking idea is the emergence of “reflective data governance system”, which regards privacy 

standards as variable and context-related, rather than fixed rules, allowing them to adapt constantly with the changes of 

technology and social expectations, while maintaining the basic commitment to the dignity of participants and the integrity 

of research. 

6. CONCLUSION 

Privacy has completely changed the research of digital social science. We have changed from a simple idea of anonymity 

and consent to a more complex multi-layer protection system. Privacy enhancement technology, dynamic consent system 
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and interdisciplinary governance structure allow more responsible research while reducing problems. However, the risk of 

re-identification, the complexity of rules, the imbalance of power and the lack of resources continue to make fair and 

serious research difficult. 

To move forward in a sustainable way, we must understand that good privacy protection is not against knowledge 

production, but a part of knowledge production. When privacy is regarded as the infrastructure of knowledge and put in 

the governance of reflection and adaptation to the environment, digital social science can maintain its scientific quality 

and social legitimacy at the same time. What needs to be done now is to establish a governance system and a technical 

system to protect, help and adapt to the rapidly changing digital world. 
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